
background image:  960x540 pixels - send to back of slide and set to 80% transparency

Structure and Opinions
Software Deployment with 
Cloud Foundry

Image credit - http://www.rmeoc.org/wp-content/uploads/2016/07/foundry.jpg



Self Service Platform App Deployment 
via Structured Automation with Opinion 

overrides via Callbacks

http://robohub.org/wp-content/uploads/2017/06/Deep-Learning-for-Robots.jpg



A little about Andrew Ripka

@rippmn



Pivotal’s mission is to transform how 
the world builds software



Cloud Native 

DevOps Continuous
Delivery

ContainersMicro services
12 Factor Apps



Structure - framework for producing outcomes

Opinions - specific implementations reaching desired 
outcomes

Context Setting



Platform

● A means to repeatedly (re)deploy and run software
● Every platform is built with some degree of deployment 

process automation and software choice constraints

http://az616578.vo.msecnd.net/files/2016/05/26/6359988285581910301941710475_choices1.jpg



If current platform doesn’t provide 
enough automation, developers will 

build themselves
With tools and constraints they chose...

https://diyhacking.com/wp-content/uploads/2017/06/walking-robot-with-stick.jpg



Ad hoc automation is awesome, until 
someone who wasn’t involved gets 

paged. 
(Like the operations team)

https://www.visiplex.com/wp-content/uploads/vp4_01.jpg



A platform’s overall goal should be to 
make the right thing to do the easiest 

thing to do
(thus providing automation with desired constraints)

http://ecommerceinsiders.com/wp-content/uploads/2014/12/press-the-easy-button.jpg



Enable this with a self service API to 
trigger the software deployment 

lifecycle (and other features) 

http://synergisticsresearch.com/wp-content/uploads/2016/01/Bank-branch.png



And ensure provided constraints are 
applied

http://www.ashendenlaw.com/wp-content/uploads/2014/12/guardrail.jpg



System should allow for constraints to 
be added to or changed

http://4eastcounty.org/wp-content/uploads/2013/02/7-Installation-of-Metal-Beam-Guardrail.jpg



● Provide a framework that defines deployment lifecycle 
structured with API callbacks

● Use the framework to implement existing deployment 
models with it as base opinions

● Provide a means for devs to use lifecycle to sandbox new 
deployment opinions for reuse by others (once 
operationalized)

Providing a Platform 

https://static1.squarespace.com/static/546e372ce4b0653257df39c0/t/54bd2bede4b0bb2b01b280b0/1421683696027/process.png?format=1500w



https://www.cloudfoundry.org/foundation
/

Foundation Driven



Cloud Foundry gives companies the speed, 
simplicity and control they need to develop 

and deploy applications faster and easier.





● Platform As a Service
○ Polyglot Runtime supporting multiple languages and 

frameworks
○ Choice of IaaS Providers
○ Choice of Application Services



Certified Distros

https://cloudfoundry.org/certified-platforms/







Essential Elements of Enterprise Platform

● Rapid Provisioning
● Rapid Application Deployment & Management
● Scale Horizontally
● Basic Monitoring, Logs & Metrics
● No-downtime platform upgrades
● Dynamic load balancing and routing
● Manage supporting services (data, messaging)
● Failure detection and health remediation

http://blog.cloudfoundry.org/2013/10/24/essential-elements-of-an-enterprise-paas/ 

http://blog.cloudfoundry.com/2013/10/24/essential-elements-of-an-enterprise-paas/


The developer haiku

https://www.youtube.com/watch?v=SSxI9eonBVs



The operator haiku

https://blog.pivotal.io/pivotal-cloud-foundry/products/pivotal-cloud-foundrys-roadmap-for-2016
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The Structures
(and Default Opinions)
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Infrastructure (as a Service)

Infrastructure Resource Pool 
than can be provisioned via 
API calls
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Infrastructure
Automation



What is BOSH?

● BOSH is an open source tool chain for release 
engineering, deployment, and lifecycle management of 
large-scale distributed services.

● BOSH was specifically developed to facilitate the 
deployment of Cloud Foundry

● BOSH Interacts with IaaS via Cloud Provider Interface (CPI)



Cloud Provider Interface

Stemcell
● create_stemcell(image, cloud_properties)
● delete_stemcell(stemcell_id)

VM
● create_vm(agent_id, stemcell_id, 

resource_pool, networks, disk_locality, env)
● delete_vm(vm_id)
● reboot_vm(vm_id)
● has_vm(vm_id)
● set_vm_metadata(vn_id, metadata)
● configure_networks(vm_id, networks)



Disk
● create_disk(size, vm_locality)
● delete_disk(disk_id)
● attach_disk(vm_id, disk_id)
● detach_disk(vm_id, disk_id)
● has_disk(disk_id)
● get_disks(disk_id, metadata)

Disk Snapshots
● snapshot_disk(disk_id, metadata)
● delete_snapshot (disk_id)
● current_vm_id(vm_id)

Cloud Provider Interface



BOSH Architecture
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BOSH Delivery Structures

● Stemcells
● Release
● Deployment

https://pdfimages.wondershare.com/article-resources/deploy-software-by-deployment-server.jpg



● Base OS System
● BOSH Agent
● Same image for all Infrastructures
● No specific info about software to be installed
● Wrapped in IaaS packaging that allows fast cloning

○ vSphere - VMDK
○ AWS – AMI
○ Google Compute and Azure - Image

Stemcell

https://kaiserhealthnews.files.wordpress.com/2016/07/cells-under-microscope-770.jpg?w=770



Release

Versioned collection of:

● configuration properties
● configuration templates
● start up scripts
● source code
● binary artifacts
● Other stuff as necessary

https://www.staples-3p.com/s7/is/image/Staples/s0193738_sc7?%24tile%24=



Deployment

● Collection of VMs (1 or more)
● Built from stemcells
● Populated with Releases and Persistent Disk

http://www.copynotify.com/images/CDAndDVD2.jpg



Deployment Example

Full Example - https://bosh.io/docs/sample-manifest.html 

https://bosh.io/docs/sample-manifest.html
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Application Runtime Architecture
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Self Service API - Cloud Controller

● Fine grained REST API to the 
platform app lifecycle

● Coarse grained CLI to call REST API

>cf push

https://apidocs.cloudfoundry.org/268/ 

https://apidocs.cloudfoundry.org/268/


Application Deployment



Source code and application frameworks used by developers 
to create application

Application



Automated App Deployment

Step 1 -  Upload

Upload application files 
via the Platform Controller 
API 

Step 2 - Stage 

Take application files and 
package with other 
dependencies into the 
container file

Step 3  - Distribute

Platform controller 
schedules (assigns) the 
container to cluster cell 

Step 4 - Run

Assigned cluster cell starts 
application using provided 
metadata and informs the 
platform load balancer/router 
that application traffic can be 
routed to container endpoint



● App Deployment Lifecycle Callback 
● Process that builds container images
● Defines software to be used to run apps

The Buildpack

https://www.launch-marketing.com/wp-content/uploads/2011/11/box-1.jpg



Buildpack Callback Structure

3 Method API 

● Detect
● Compile
● Release

http://www.dpdhl.com/content/dam/dpdhl/presse/mediathek/bilder/dp_parcel_transfer/dp_parcel_transfer_474.jpg



Detect

Determine if attributes of the app type(s) that can be handled 
exist in provided artifacts

http://stories.barkpost.com/wp-content/uploads/2016/04/Bomb-sniffing-dog.jpg



Compile

Collect and assemble necessary software to run the 
application type

https://i.pinimg.com/736x/a7/2c/4e/a72c4e2877f0adcdc22d334c2be28ba2--lego-building-house-building.jpg



Release

Define how to run the packaged application

https://www.gannett-cdn.com/-mm-/5007d4e9463fb9a571a8fdccfb2017aec8add2e7/c=326-0-5433-3840&r=x393&c=520x390/local/-/media/2016/08/18/FortMyers/FortM
yers/636071197785140189-e8release078.JPG



Provided Buildpacks (Opinions)

● Binary
● GO
● Java
● .Net Core
● Node JS
● PHP
● Python
● Ruby
● Staticfile

http://docs.cloudfoundry.org/buildpacks/index.html

https://www.propertymanagementinsider.com/wp-content/uploads/packages.jpg



● Application add-on that provisioned to provide an 
functionality leveraged by application
○ Databases (MySQL, Mongo, Redis) and Rabbit MQ

● Marketplace service instances are created and bound 
using a Service Broker

● Non Platform services connected via User Provided 
Service

● Bound services connection information made available to 
application at runtime

Services

http://cdn.alleywatch.com/wp-content/uploads/2013/03/service-people.jpg



● REST endpoint implementing contract for self service 
creation and binding to apps by authorized users
○ create
○ delete
○ bind
○ unbind
○ catalog

Service Broker

http://www.insuranceinfoandtips.com/wp-content/uploads/2016/04/3c37805.jpg



● System to collate and expose log event stream via API
○ Applications logs to STDOUT and STDERR
○ Cloud Foundry component events relevant to app

● Application users and operators to:
○ Tail their application logs
○ Dump a recent set of application logs
○ Continually drain their application logs to 3rd party log archive and 

analysis service

Loggregator

http://www.theallium.com/wp-content/uploads/2014/05/LowImpactJournal.jpg



● Meant to insert component 
functionality into the 
application request path.
○ API gateway
○ Security gateways
○ Analytics gathering

Route Services

Client

Route Service

Router App

Service 
Broker



● Means to secure 
communication between 
containers via a SDN provider
○ Defined as app policies

● CNI API used to provide 
common interaction across 
SDN Providers

Container Networking Control



● CredHub
● Central point of control for 

platform credential:
● Generation
● Storage
● lifecycle management
● access control
● access event logging

Credential Management
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Any Questions?

http://i.onionstatic.com/avclub/6077/85/16x9/960.jpg



Some Further Reading

https://content.pivotal.io/ebooks 

https://content.pivotal.io/ebooks

