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The Era Of The Cloud Data and
Is Transforming... applications are

moving to the
Cloud and users
need anywhere,
anytime, anyway
access.
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Traditional
Approaches Have Not
Kept Pace...

Most enterprises
need to secure
identities across
on-premise and
cloud applications,
but are forced to
use siloed systems
that don’t integrate
well.
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The Future Is Imagine a hybrid

Clear... system that’s
engineered to scale
with your business
and provides simple,
secure, on-demand
access to cloud and
enterprise apps.
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Cloud Platform Security: Shared Responsibilities

“Through 2022, at least 95% of cloud security failures will be the customer’s fault.” - Gartner
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Introducing ldentity Based Security Operation Center

Saas, laaS, & PaaS App Security
HUMAN CAPITAL DRACLE.

MANAGEMENT .
Cloud Infrastructure u Ofﬁce 365 servicenww O GitHl.Ib

User & App &
Identity . Infrastructure an
Security Y Security .+

Identity Governance Hvbrid Cloud Integration Key Management CASB

Service Service y & Service Cloud Service
Access Management Access Certification Cloud Bridge to AD and Key Lifecycle Mgmt Data Protection

Multi-Factor Authentication Integrated with IDCS On-Premise data stores Advanced Key Security Data Loss Prevention

Provisioning Integration w/ Identity Gov SSO using SAML, OAuth, & Administrative Protections Shadow IT Discovery

Governance Streamlined UX OpenlD Connect Database Integration Threat Detection
User Lifecycle Mgmt Cloud Native Infrastructure UEBA
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ldentity SOC Overview
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External Threat Scenario

« THREAT SCENARIO - SECURITY CHALLENGE
IDBA compromised by spear-phishing attack — 0-day attack evades perimeter/endpoint
IMalware harvests credentials, queries DBs protection
over time — Static, frequency based rules miss low & slow
IMalware contacts external command & attack
control hosts — No ability to detect anomalous SQL queries by
user

« SMA SOLUTION

v SQL anomaly detection identifies anomalous SQL

- SMA ENABLING FEATURES

qguery for DBA account — Correlation rules engine
v" Attributes account to specific user & adds user to — SQL query anomaly detection

watch list for closer monitoring — Multi-dimensional behavioral anomaly detection
v" Visually presents sequence of attack chain | e viesliEEtE




Security Monitoring and Analytics

Protect enterprise wide assets from known and zero-day threats
Security monitoring visibility across heterogeneous on-premise and cloud assets
Efficient SOC monitoring with OOTB content for modern threats (rules, anomalies etc.)
Continuous threat intelligence context (URL/IP classification & reputation)

Detect threats early using machine learning driven analytics and visualization
Data access (SQL based) anomalies at the user, group, database and application level

Nuanced anomalies through multi-dimensional baselines (ex: user logins by location, time, host etc.)
etc.)

User session awareness and attack chain visualization (ex: account hijacking)

Harness Monitoring tools and cross-service context for richer security monitoring
Continuous configuration drift context in security monitoring

SOC auto-remediation (account lockouts, port or other configuration change) with Orchestration
Orchestration




Data Collection

Heterogeneous activity data sources (formats, stacks, locations)
Extensive data enrichment (identity, asset, threats)
Hybrid configuration assessment results

Applications laaS, Paa$, SaaS

3" party applications, Custom applications

Infrastructure : _ . :
Directory services, Middleware, Database, Hypervisor
Windows, Linux, Unix

DHCP, DNS, Load balancer, Flow, Router, Switch

Firewall, Proxy, VPN, IDS/IPS, AV, DLP, VA scanners, CASB, TIF

Point Security Solutions
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Analysis: Session Awareness

Composite identity awareness

« Rich user data model and adapters
for identity data sources enable
360 degree user monitoring across
all identities

« Security logs are continuously
enriched with user context

Activity to identity extrapolation

« Logs with explicit identity context
like VPN are used to session and
attribute identity to other logs that
lack user context

- Identity Correlation

User Details

4 Mary Baker

User Type Employes Active  Yes
25 Phone Mumber  (407)342-3966 Organization  Marketing
Threats Locked Mo Email mary.baker@acmelaric.com

(WORK)
Provisioned Date  Sep 30, 2010 9:51:32 AM
Preferred Language  English

Manager Jacqueline Wilson

Timezona (GMT-05:00) Eastarn Time
(US & Canada)

Last Password Change  N/A Location Street: 6 Larry Circle,
Locality: Michigan, United
States, PIN: 48232

Summary Threats Activity Assals Accounts Rolas Groups

Threats by Category

1 B anormaly (%)
> B infilbration (13)

lateral moveai. ..

Top Risky Assets by Threats

B hrl host.oracl...
B findb (4)
aws-financel....
B finance] host....
B endpoint_gws....

B reconnaEssanc. ..
B risk indicator (3)

0123 45 678




Analysis: Context Awareness, Context Correlation

Threats

Is this a privileged user?
Is this user on a watch list? (privileged, terminated, suspicious)
Has this user (across identities) taken other anomalous actions?

What is the business role, regulatory classification of a targeted asset?
Is the asset tied to other recent suspicious or anomalous activity?
What vulnerabilities is a server exposed to / not patched for?

How reputable is a URL being accessed by an end user?
Is the anomalous communication with a known malicious IP address?
What category of sites poses the most risk given user browsing behavior?




Analysis: Using Correlation Engine

Insider Threat: Brute force attack Rules Engine Primitives

Rule: X failed logins + successful login within 1 min

Compliance: Account misuse (SOX) ¥" Windowing
Rule: User account created & deleted within 24 hours v' Context lookups
Context: Asset role = Production; User Group = Accounting v’ Escalation (watchlists)

v’ Sequence

External Threat: Hijacked account

v
Rule: Simultaneous user login from multiple locations Presence/Absence

Context: Login IP address on Latest Malicious IP watchlist




Analysis: Machine Learning Based Anomaly Detection

Multi-dimensional Anomaly Detection
Baseline behavior for entity members AND peer groups (network access)
Across multiple dimensions (time of access, login location, login host)
Diane G. is exhibiting anomalous access behavior relative to her peers

Data Access Anomaly Detection
Baseline SQL queries executed

By a user/group, DB/DB group, or host/application v
Queries being run against the finance database are anomalous 0

Dynamic Peer Group Identification
Cluster users based on common behavioral patterns
|dentifies peer groups across organizational boundaries
Alice is in Finance, but her behavior matches a peer group that mostly consists of Sysadmins
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Investigation: SOC Ready Content
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Investigation: Role Based Navigation Paths

User Analysis

e Drill down paths to answer
i Y AccessedAssets=Database x Assellnfeq-de:PBductionx next Iogical question

Top Risky Users by Threats Users by Organization — Pivot to object browsers

— Overlay “nearby” events
* ‘ “
reats

s * Greater SOC efficiency

oo - L n [ !m - u —_ — Faster investigation,
Threat Detalls remediation
Ewent Explore Page 1

— Rapid root cause analysis

Thieat Model Categorny Events Usars Primary User Sources Primary Source Destinations Primary Destination
File Doswmiload Irfiltrarticn 13 9 Alex B mrdowe us oracle. com 1 miajug us orade com (i3
MultipleFailedLoging  Compromise 1] 9 Alex & ezrjwyus oracks com 3 vnwvaa us oracks com 0z
Irfiltraticen i2 9 Alex & wowckd us ceacle com 3 renguz us. cracle. com 02
MuliphyalledLogirs  Compromise 42 B Mex 5 efpqge.us oradse com B s us oracke com 06
Fila Doswnioad Infiltraticn 46 B Aew 0 footlo us oracle com 1 edudr us oracle com &
0 [+ 12 | MultipleF ailedLogine  Compromise 2 2 Alex B sucmio.us orade com 1 plewbs us. oracle. com 0




Investigation:

User Details
4 Mary Baker
Usar Typa
22 Qrgamization
Threats
Banager

Preferred Language

Jacqusline Wilkon

Active
Locked

Prowissonesd Dabe

Last Password Change

Sep 30, 2010 2:51:32 AM

SuMmerany Threats Activity Adsats Accouns Rolas Groups
4 Thireat Tirreline
L]
4
) -
]
14 15 18 19 20
Jan 04T
Threat Details
B Log O
[[+] Risk Hame Category Acttivity User
Odb... High MultipleUserCreation lafteral movement mary.baker@acmeloric.com
8e8... High PrivB0LAmormaly anomaly mary.baker@acmeloric.com
eaf.. High PrivE0LAmormaly anomaly mary.baker@acmaloric.com
feds, High MultipleUserCreation Iateral movemant mary, baker@acmeloric.com
dde., High ANDFMertDE risk indicator mary. baker@acmeloric.com

Orache Database
Oracle Database
finance . dboracle.com
Oracle Database
Crache Database

{A07j342-3966

mang baker@acmelonic, com
WORK)

(GMT-05:00) Eastern Tima
{UIS & Canada)

Sireet: 6 Larry Circla, Locality:
Mlichigan, United States, PIMN:
4E232

Threats by Threat Calegory =

W risk indicator (3

B reconnaissance |1}
kol Mo 2

B infitrasion (13

. - B aromaly ()

of 1 {1-22 of 22 items) |Z|

Destination Type Start Time

Jan 24, 2017 9:28:

Jan 24, 2017 9:07:

Orache Database Instance  Jan 24, 2017 2:07:

Jan 23, 2017 200
Jan 23, 201 7 2:00-

Timeline visualization

of threats and base
activity
Categorized threat
events

« Reconnaissance
 Infiltration

- Lateral Movement
« Compromise

« [Risk Indicator]
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Log Analytics: Powerful Search Driven Forensics

Log Explorer: Top 10 DNS Domains £ AlertRules  F New [ Save v 5 Open <k Export 5 Configuration

"8EF Action' = named | stats count as Domain by “SEF Destination Resource Name' | fop Domain x @ m

| Data B 7 visuslize = 20 st o et o = :ilte r, eXplore
raw or enriched

Saarch Flakds Q g Horizontal Bar ~ orbit. us. orachs. comuoracledemo.com
4 s s wnsoooncor. | Ogs
ey e SEF Dostnaton Fasoucoiame % s ocovcccor |
. - smascoccor. | - Data
L] L]
oo wssccacnsanccor: | manlpulatlon
ol wowwy o pronecor |
Upload Name . .
P Drop field heve sabebrowsing-Gache.googH.com _ ) Sta t I St I C a I
L]
i e songs ey | ana Iys|s
Soion. w0 cporsaovcrnsncor o, |
o T . Saved h
mwmmmlmlw+ e oK faK ”:::m o ave Sea rc es
05 Process ID
L

« Alerting




RS EN\NES 7 [/ /17 177
Adaptive Security

SIEM
Threat Networks
CASB
Reputation Services UEBA

User Context Device Context (EMM)

App Context On-premise IAM Context

Access Context




‘é@\ [ Office 365 7 amazon

webservices

.y . Adaptive Security

Reputation Services
(1P/Mobile/Social Identity) ;Slack l I ix | SerVICen!DW GItHub
M GSute
ORACLE CONCUR 3y : . :
Adaptive o NESUITE |3 “Block/Challenge access if the user is coming
from risky network/geo/untrusted devices”
CASB
Remediate
éoa 1 ' _
a = “Prevent users from accessing sensitive apps
Network Location o o . ”
& data, based on policies | can define
i @
ﬁ%‘ 5 -
Device Time of access
o
External Risk/Threat feeds [ s “Leverage external feeds and existing

(SIEM/UEBA/EMM) o

[ rn security tools
R .-_ 0o to enforce better security”
“. ‘ﬁ Enterprise Resources protected Security Ops Center

by IAM/EMM (SIEM/UEBA)

User and App Context Access Context




Adaptive Security

Detect

* Risk/context/threat feeds of
users/devices/apps from Oracle
Cloud and external risk engines*

* Risk/context Analytics — simple
& advanced

* Continuous risk re-evaluation for
the user session

e Risk-based transaction controls

e Continuous authentication

Investigate

Risk incident notification

Investigative dashboard with
security focused drill downs

Workflows to track

investigations (assign to user,
resolve, mark as false positive,
ignore)

Highlight vulnerabilities and
provide recommendations

Respond

Conditional user/app authn
policies based on risk & context

Manual remediation (force
password reset, suspend user)

Automated remediation (block
sign-in, require MFA, suspend user, kill
session, quarantine user, increase audit,
degrade session, trigger on-demand
access certification)

APIs for risk engines to consume
Oracle context, update risk score
in IDCS and invoke remediation

actions




Adaptive Security

-

CASB

SIEM

UEBA

EMM

Reputation
Services

Threat
Networks

External

Enforcement
Points
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Enriched
IDCS Audit
Events

Identity
Context

Policy
Violations

Threat
Remediation

Risk Scores,
Threats,
Anomalies,
Policy
Violations

Adaptive Access
Decisions &
Identity Context

/
IDCS : :
Audit Identity
Enriched Enriched
Auditing Identity
Adaptive Access
_ Adaptive Security
Session & Decisions
Trans Context
i .. SSO & Session Session & Trans
8 Authentication L.
; Management Authorization
\_

\

Adaptive Access
Responsibilities:
-Pluggable framework
for integrating with
external risk engines
-Normalization and
consolidation of risks
-Enriching identity and
auditing with risk info
-Risk & context based
access/IGA policy
decisions

IDCS
Access
Policies

Adaptive Access
Enforcement

Actions:

-Allow / Deny

-Get more info

-Sign out

-Warning / Alert
-Increase Auditing
-Continuous AuthN
-Step-Up AuthN
-Verify Transactions
-User Suspension
-Federated Sign-Out
-Cascading Sign-Out
-Session Degradation
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Adaptive Security

Events Analyzed

* Device Context * Time Context
— User logins from unknown devices — Unfamiliar time of access
— User logins from compromised devices — Surge of after hour access
—Too many new device registrations - User Context
* Network Context —Logins by compromised users
—Logins from anonymous and blacklisted IP — Too many unsuccessful login, pwd reset attempts
addresses

— Too many password resets
— Logins outside of network perimeter

—Windows Exploits, Web Attacks, Phishing, L
Botnets, Denial of Service, Scanners, TOR * Application Context
Proxies, Anonymous Proxies, Spam Sources and  — Surge of application access

Mobile Threats — Logins to compromised/risky applications

* Location Context - And many more
— Impossible travel (geo-velocity)

— Simultaneous login sessions

— Logins from unfamiliar locations

— Geo-fencing E
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Adaptive Security

» Adaptive Risk Score Analytics
—Access from unknown devices (Device Fingerprinting)
—Impossible travel between 2 locations (Geo-velocity)

—Logins from anonymous and blacklisted IP addresses. Includes IP address known to have
Exploits, Web Attacks, Phishing, Botnets, Denial of Service, Scanners, TOR Proxies,
Anonymous Proxies, Spam Sources and Mobile Threats (IP Reputation)

—Logins outside of defined IP Ranges (IP Fencing)

—Too many unsuccessful login attempts

—Too many unsuccessful MFA attempts

—Access from unknown and blacklisted locations (Geo-Location)
—Logins outside of defined locations (Geo-Fencing)

—Logins by compromised users
—Access after business hours (Time fencing)




Adaptive Security

Use cases

* Use case 1: Context based Authentication and SSO
— Detect unfamiliar logins, devices, locations, blacklisted IP, geo-velocity violations
— Enforce corresponding remediation actions at/post authentication and at SSO

« Use case 2: Risk based Authentication and SSO

— Obtain user/app risk scores from existing CASB and/or SIEM and determine risk level of user/app and
combine it with context

— Enforce corresponding remediation actions (like require MFA, deny access, lock user, expire password,
trigger on-demand access certification at/post authentication and at SSO

* Use case 3: Detect and remediate compromised account, insider threat
— ldentity Analytics to analyze risk events and perform user/device/app risk profiling

— Detailed dashboard to view risk/threats with drill down to related events and option to take manual
remediation

— Custom recommendations to improve overall security posture by highlighting vulnerabilities (ex. Suggest to
always require MFA for an app if the app risk is elevated)

« Use case 4 : Secure application transactions
— For high/medium risk users, if transaction amount > $5000, deny authn to app or require step up authn




Context-awareness

Collecting Context Data for every Access

PREEAE

Device Fingerprinting Geo-Location Network Time

Has this device been used {-rllqsluse{_logge;j in;rom Is user coming from within Is user accessing
before ? By same user ? Is it | 'i oct:a I(t)nd'7e ore: corporate network or VPN? during his normal
trusted ? s Itatrusted: Wired or wireless ? allowed business hrs?

Device velocity ?




Integrate with external risk and threat feeds

Risk-aware, Threat-aware

On-prem Risk
Analytics

OAM, SIEM, Log Analytics,
UEBA, EMM

Cloud Risk Reputation Services

Analytics
Social Behavior, IP/App

CASB, Threat Networks, Reputation

Oracle Management Cloud
Oracle Confidential — ZE
Internal/Restricted/Highly Restricted
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Intelligent Access Control

Context-aware, Threat-aware and Risk-aware

HIGH

MED-

HIGH

MED-

LOW

LOW

Risk HIGH:
Deny access, Kill user session,

Context lock user, reset password, on-

Risk LOW:
Allow Access

/

demand access cert, alert

RISK

Threat

RESPONSE
ALLOW DENY

Better user experience, enhanced security, improved
compliance E




Cloud Access Security Brokers

ORACLE

Sep 2018 Copyright © 2018 Oracle and/or its affiliates. All rights reservedCqgnfidential — Oracle 29
Restricted



Cloud Access Security Broker

Securing The Digital Enterprise:
Heterogeneous Cloud Challenges and
Opposing Forces

Information Tech Information Security
 100s of Cloud services * Identity, Data security
« Diff config, maint. etc. * Threat protection
* Cloud service expertise » SecOps data

KEY CHALLENGES

« VERY EXPENSIVE to build
expertise across 100s of cloud

services (laaS, PaaS & SaaS) Audit & Compliance Operations
» Governance : C.O nf|g maintenance
« TIME CONSUMING to . Standards * Visibility
understand each cloud service « Capacity Utilization

resources and corresponding

actions u




Shared Respon31b111ty in Heterogeneous Cloud
o0 it &) .= L= s

Provisioning, g . Continuous Capacity And
Automation and Governance Monitoring Security Configuration Resource
Orchestration and Policy and Metering and Identity e Optimization
= T mmm—-— |
1 7
! BOut (‘gg%‘]‘;) Machine Learning |
ox Cloud Access + Threat Intel + !
| o o
! SmartPolicies _ . - Threat Feeds :
----------- ~ Security Broker,
KEY BENEFITS Sales & Global IT Il-{Iuman Research &
« 100s of hours of effort Marketing esources Development
saved

» Consistent Security
Posture

» Heterogeneous Cloud

Services E




Typical CASB Integrations

Third Party Integrations

 |dP, SIEM, ITSM
« EMM, WAF/DNS
e Threat Intel

Insights
\ « Anomaly Detection
* Visibility
\.
O Actions

« Data security
. .
« Compliance
 Remediation
Integrations « Alerts
 ldentity Cloud
Services

« Security Monitoring &

Analytics Tools E
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Detect Misuse of Admin Privileges with UEBA
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________
: Statistical\\
FEE QN C loud Access A O
® Machine :
User’s Baseline | Learning -~ Security > > > > > -

Behavior L= — Broker High Infosec




CASB - SIEM Integrations

Cloud Access

Security
Broker

CASB Risk Events go
to SIEM for reporting
completeness

Options for exposing
CASB Risk Events:

- CASB AP

ArcSwgh’r%: McAfee . Manual export of Risk Events
« Syslog stream out of CASB

——1

-

S
-y
=7

Any SIEM Solution




CASB - Identity Provider Integrations

--

servicenuow tx»( |:| Office 365 usi: Fpgrﬁ?ers‘
Cloud Access
@ Security Broker
IDC
okta
Three key use cases:
Ping * Access data into all Enterprise Cloud Apps
dentlty is included in CASB analytics

IdP SSO into CASB console
Automated remediation (suspend Risky

:‘g =




Challenges in Securing IaaS

1. Shared responsibility
challenges

2. Compliance
requirements

Data leakage

4. Misuse of admin
privileges

5. Control the risk

iIntroduced by Shadow
IT

2




1. Shared Responsibility in Heterogenous IaaS

9
EC2 keys not rotated- Cloud Access

Azure Virtual Network Security Broker

config change?

ACME CORP

Sales & Marketing Global IT Research & Development
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2. Consistent Governance to Meet Compliance

AWS CloudTrail Logs e
AWS VPC Flow Logs Grase ey
AWS CloudWatCh LOgS .lllow‘lfg. D iinen If,‘loud\‘Val(hlogi(iloup i‘lo‘jflw.s‘(chll‘og‘sD‘os.ur‘muo.v‘ -

Cloud Access

Security

COIEEE Cleus = e Broker
Infrastructure = -
Audit =2 e

Check policies for:
* Log retention

.  MFA
Azure Logging & « CIS Framework
Auditing deviations

Policy Enforcement

InfoSec & IT Department K€ €LLLLL




L e 0 a0 AR IEORS
3. Detect Leaky Storage with CASB

Faulty

® e
partment 1 : _
— Configurations

Cloud Access
Security
Broker

Faulty

@y
aa Department2 Configurations

Faulty
Configurations

A.‘ Department 3

No visibility
InfoSec & IT Department



Challenges in Securing SaaS

1. Shared responsibility
challenges

2. Compliance
requirements

3. Data leakage

4. Misuse of admin
privileges

5. Control the risk

Introduced by Shadow
IT




1. Shared Responsibility in Heterogenous SaaS

Mass data delete request?

Mass Delete Records

Role change in HCM Cloud?

B e @

L L L - T —

Privilege escalation in

Cloud Access
Security Broker

Infosec

%
1 Failed GitHub login
attempts?

Se rVI CeNOW? Authentication Failed X
wil s v K< We were unable to authenticate with github. com. Please enter your
T All>Nome startswith security username and password to try again.
BB O =nNamea = = Elevated privileg Usernam
I
) security admin Passwor d
Can

Sales & Marketing Global IT

Research & Development
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2. Consistent Governance to Meet Compliance

Cloud Access

Security {LLLLLLKKLKLK

e Role
- Change —
- /\ e
,,/“ E /\ Privilege
_- P‘G‘\o 8’ /\ Escalation
7 qo° 3 N\
G\
- _co° O /N
Infosec P o\® >
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3. Detect Sensitive Data Leakage

Cloud Access

Security <<<<<<<<<<<

Broker Cloned
Admin U
\/ min User

V
O V
. < < < A O\(\@(\ge

& e

PDI2O)

Users Logs in




4. Detect Misuse of Admin Privileges with UEBA

Abnormal =
‘. 10 Salary changes per day
' — V)
HR Business Normal/Baseline =
Partner 5 Salary changes per day

KK

& <KX A((( Oracle CASB

Cloud Service

Infosec




5. Control Shadow and Stealth IT

App Risk Computation

[ Machine Learning & J [ App Risk Registry J

Cloud Acce

Security

Broker '
A A
|

i
[ Any Firewall J ! i | Stealth IT

Universal Parser @ appexchange




Challenges in Protecting Data

1. Lack of visibility into
sensitive data in the
Cloud

2. Stopping sensitive
content going to
unauthorized users

3. Compliance
requirements around
reporting on Data
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1. Visibility Into Cloud Data — Data Classification

Retroactive or On-demand Scan of Documents

S

Cloud Access Remediate Document?
Security
Broker Classify Document [

Unclassified Data

Classified
Data

—

50+ Data Dictionaries o

<

@
P>
I SBo s1asn

?

Q2
@% >>)0)0)500O0O»




2. Stop Sensitive Content Going to Unauthorized

Users/Places

Cloud Access

Security
Broker

&

2D 1D D D Q

Prerequisite: App
must be SAML
Compliant &
Configured for SSO

Prevent otherwise valid
actions like:

Download/Preview/Edit
sensitive documents in
hostile locations

Over sharing of
sensitive documents




