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Data Architecture & Strategies
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Internet of Things

Network Architecture & Security

Public, Private and Hybrid Cloud
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Why We Care About MFA

Privilege Misuse

Denial of Service

Crimeware

Lost and Stolen Assets

Web Applications

Miscellaneous Errors

Ewerything Else

b

Cyber-Espionage

’

Point of Sale

Payment Card Skimmers

Inridante

From Verizon 2019 Data Breach Report

N
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1 ,000"' USdata

breaches yearly

80% of breaches

involve a privileged
account being exploited

1 90 days on average
to detect a data breach

(o™

81 % of breaches start

with either stolen and / or
weak passwords

Username & Passwords
Are Not Good Enough



Thesis

* Multi-Factor Authentication is gaining traction as a best
practice for enterprise security programs.

It is based on the premise that traditional, single factor
authentication schemes (like IDs and passwords) are
relatively easy to break

« MFA is one of the cornerstones of IAM infrastructure.




Business Drivers for MFA

Business Facilitation
— the need to improve interoperability and efficiency through
interconnected systems to support employees, affiliates, business
partners and customers
Enhancing User Experience
— simplifying the process of authentication and letting the end user not
have to remember another password
Cost Containment
— planning to reduce the cost of management of multiple disparate
authentication systems and processes
Security Effectiveness and IT Risk Management
— Improving the level of assurance that maps to an identity for appropriate
authentication
Support Administrative and End-user Efficiency and
Effectiveness

— consolidating the authentication infrastructure and better defining and
reducing the number of access points



MFA In the IAM Reference Architecture

Identity

Identity | GEl
Repository

Identity Services API that abstracts programmatic use of all

End-User Facing Portal/Applications G : :
g /App of the underlying identity operations
fime of Access Operatioi.s
E P . : e : S
Z = Adaptive Adaptive Authorization Federation Privileged Access
@2 Authentication Management =
S s 3
52 it Atz T Securty Toen Srvice =
Multifactor R R
b oo Authorization Identi Agent Proxy
n. Y Based Based
Provider
Identity Aggregation Identity Azgregation Identity Aggregation
Time of Change Operations
Entitlement Management Identity Lifecycle Management Identity Orchestration
ecy! g
g (Access Governance) =
5 2
ﬁ 7 of Permssion/Entitlement e = g‘
(3] v- : TOVES O drectional vent i
t—; :c:ss [‘"é‘wl :“f ;, R ld'.:.:rl;tz’" De-provisioning Synchronization Trans{ormation =
= il prens = - Warkllow 7
c
<

Time of Administration




Agenda

 MFA Foundations

* Conditional & Continuous Authentication
« Stop Using SMS for MFA

 MFA & Zero Trust

 MFA Futures

¢« Q&A



6 Factors For Authentication

1. Who - Identity -
Biometrics

2. What you have & know
Device, username & pswd

Private & Confidential
Information

3. When — Time of the day

4. Where — Location
GPS, Wifi, NFC, etc.

5. Why — Context — history

6. How — Protocol - HTTPS



Level of Authentication is Based On Risk

Privileged Access Management (PAM) focuses on securing
access to high value systems and data

IT Administration

99.999%
Super User Access

High Value and/or Very Private Transactions

99.99%
’ Custom Apps, Extra Login

Applications That Run the Business

0,
99.9% Secure CRM, ERP, Finance, HR

Applications That Manage the Business

99% Standard Email, 0365, UC, Web




Balancing MFA Requirements

 MFA must be deployed with a well-thought-out strategy that
weighs the risks, costs and usability

Authentication Alternatives: Balance of cost vs. risk

High
Strength
Method

Medium
Strength
Method

Low
Strength
Method

§ 518583

Medium-
Strength
Auth.

Low-Strength
Auth.

No policy Medium strength  High strength

(weak or no policy policy
Password) (Complex password) (Multi-factor)
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MFA In Conditional Authentication Pattern
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SMS Is not Secure

The US Department of Homeland Security recommends that
government agencies and enterprises stop using SMS for
sensitive communication.

SMS Vulnerabilities
No Encryption — SMS messages are sent as clear text that is readable by
anyone on the sender’s carrier network, anyone on the carrier-interchange
network, and anyone on the recipient’s carrier network.

SMS Hijacking — Organized crime and hackers may motivate international
mobile network operator employees to mis-direct SMS messages

SIM Swapping Exposure — The Subscriber Identity Module (SIM) inside a
smartphone is used to uniquely identify its owner. Criminals who gather
details about a victim such as their mobile phone number can get a
wireless network company to transfer a phone number to a new phone for
a short period of time.
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Microsoft Zero Trust Architecture
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Zero Trust Hybrid/Multi-Cloud
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Zero Trust provides a 1:1 mapping of users, devices,

services, applications, and data
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Evolution of Identity

Identity 1
as an Relationships
API Claims, Context
® Things
Wallets, Chips
IDaaS Customer
Cloud/IDP
® Partner
Federated
O

Classic Employee
IDM Perimeter -

On Premise Networked

Directories Identity Graphs

Great IAM is the foundation of great security

20



What is Decentralized Identity?

Potentially reducing the hundreds of
IDs/passwords often maintained today

Move from BYOD to BYOI, to Decentralized
(AKA Self-Sovereign) Identity

Identity control by identity owner like in the

physical world - ,,e,so,,
Peer-to-peer (no 3d party) i —_—
Integrity of the identity record can be verified 1111 \ il P,
via blockchain ;:.“; e ot |
Stronger authentication via digitally signed, «//
verifiable credentials
Bet't_er privacy by limiting non-essential - ;jg;;ﬁ;‘;‘;ggvenm m;’,r?t';‘f;“;,f,'j;’:ancev
verification data Blockchain

. ) Regist:
Requires the development of an underlying g

ecosystem ]

Significant investment by Microsoft, IBM and
several early stage companies



Decentralized ldentity

I * I Government  Gouvernement
of Canada du Canada

Connect wallet; i+l
sy Canadd \0\
‘/o/ Publish and obtain
Sovrin Protocol artifacts
Alice wlDlgltal Wallet .
IBM Employee

Canada

workday.

Connect wallet; Request Sovrin
Employment Certificate Network

Connect wallet; Request
Bank Account Certificate
using Government ID and
Employment Certificate as

proof of identity. Receive ATB

Issued account credential. . »
Financial

Obtain public keys for
cryptographic verification of issuers
and presented credentials.

Enterprises should be evaluating Decentralized Identity as part of their
future-state IAM portfolio. There is a real opportunity to solve key security,
privacy and usability challenge across the Internet in a "game changing"” way.



Key Take-Aways

1) ldentity using MFA will be the cornerstone of
enterprise and government security

2) The industry is moving from a 3-tier
authentication model (something you know,
have, are) to a 6-tier (adds location, time,
context/history)

3) Avoid using SMS for highly-secure MFA

4) Decentralized identity and authentication
without passwords is worth looking into
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